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DETAILED ACTION 

This Office Action is in response to the communication filed on 12/05/2007. 
Claims 1-18 have been withdrawn. 
Claims 28-38 have been cancelled. 
Claims 19-27 have been amended. 
Claims 19-27 have been examined and are pending. 

Response to Arguments 

Applicant's arguments, see page 9, filed 12/05/2007, with respect to the 35 
U.S.C. 112, 2nd rejection of claim 19 have been fully considered and are persuasive. 
The 35 U.S.C. 112, 2nd rejection of claim 19 has been withdrawn. 

Applicant's arguments, see page 9, filed 12/05/2007, with respect to the 35 
U.S.C. 1 1 2, 2nd rejection of claim 27 have been fully considered but they are not 
persuasive. The Applicant amended the claim 27 to overcome 112, 2 nd rejection. The 
Examiner believes that there is still insufficient antecedent basis for this limitation in the 
claim. 

Applicant's arguments, see page 9, filed 12/05/2007, with respect to the 35 
U.S.C. 101 rejection of claims 19-27 have been fully considered and are persuasive. 
The 35 U.S.C. 101 rejection of claims 19-27 has been withdrawn. 

Applicant's arguments, see pages 9-1 1 , filed 12/05/2007, have been fully 
considered but they are not persuasive. 
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With regard to claim 19, the Applicant argued that Qiao and Chang does not 
disclose or suggest adding information to control burst (which are used to reserve 
network resources to form virtual lightpaths) to indicate which subsequent data burst will 
be encrypted. 

The Examiner respectfully disagrees 

In response to applicant's argument that there is no suggestion to combine the 
references, the examiner recognizes that obviousness can only be established by 
combining or modifying the teachings of the prior art to produce the claimed invention 
where there is some teaching, suggestion, or motivation to do so found either in the 
references themselves or in the knowledge generally available to one of ordinary skill in 
the art. See In re Fine, 837 F.2d 1071 , 5 USPQ2d 1596 (Fed. Cir. 1988) and In re 
Jones, 958 F.2d 347, 21 USPQ2d 1941 (Fed. Cir. 1992). In this case, Qiao teaches 
the limitation of adding information to the control burst identifying one or more data 
bursts to be sent from the source edge node to the destination edge node will be 
encrypted [fig . 1 ; pg. 105, Col. 1, 2 nd paragraph; adding information is equivalent to a 
control packet carrying routing information which send from a source node to 
destination node]. Chang teaches a data be encrypted using optical network [Col. 2, 
line 31 to Col. 3 line 67]. Therefore, it would have been obvious to the person of 
ordinary skill in the art at the time the invention was made to combine the teaching of 
Qiao with that of Chang to provide users with a means for secure and survivable optical 
system by deploying an optical signaling header propagating with the data payload to 
convey security and survival information [Chang, Col. 1, lines 14-19], The combination 
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of Qiao and Chang teach the subject matter in the independent claim 19. Therefore, the 
combination of teaching Qiao and Chang is proper. 

The fact that Examiner may not have specifically responded to any particular arguments 
made by Applicant and Applicant's Representative should not be construed as 
indicating Examiner's agreement therewith. 

Claim Rejections - 35 USC §112 

The following is a quotation of the second paragraph of 35 U.S.C. 1 12: 

The specification shall conclude with one or more claims particularly pointing out and distinctly 
claiming the subject matter which the applicant regards as his invention. 

Claims 27 is rejected under 35 U.S.C. 112, second paragraph, as being indefinite for 
failing to particularly point out and distinctly claim the subject matter which applicant 
regards as the invention. 

Claim 27 recites the limitation "including the decryption key" in line 3. There is 
insufficient antecedent basis for this limitation in the claim. 

Claim Rejections - 35 USC § 103 

The following is a quotation of 35 U.S.C. 1 03(a) which forms the basis for all 
obviousness rejections set forth in this Office action: 

(a) A patent may not be obtained though the invention is not identically disclosed or described as set 
forth in section 102 of this title, if the differences between the subject matter sought to be patented and 
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the prior art are such that the subject matter as a whole would have been obvious at the time the 
invention was made to a person having ordinary skill in the art to which said subject matter pertains. 
Patentability shall not be negatived by the manner in which the invention was made. 

Claim 19 is rejected under 35 U.S.C. 1 03(a) as being unpatentable over Chunming 
Qiao, Optical Networking Solutions for next-generation Internet networks, "Label Optical 
Burst Switching for IP-over-WDM Integration", IEEE Communication Magazine, 
September 2000, pg. 104-1 14 in view of Chang et al. (US Patent 6,160,651) 

As per claim 19: 

Qiao teaches a tangible machine-readable medium to provide instructions, which when 
executed by a processor in a source edge node of an optical switched (OS) network 
cause the source edge node to perform operations including: 

generating a control burst, the control burst containing information to reserve 
network resources to form a virtual lightpath between the source edge node and the 
destination edge node during a scheduled timeslot, the virtual lightpath including at least 
one lightpath segment [fig. 1b; pg. 105, Col. 1, 2 nd paragraph; "In addition, by 
sending a control packet carrying routing information on a separate control 
wavelength (channel) and using an offset time (i.e. a lead time) before the 
transmission of the corresponding burst or data, FDL requirements can be 
eliminated as illustrated in Fig. 1b"; a control packet is equivalent to control 
burst. A wavelength is equivalent to lightpath. Burst or Data is equivalent to data 
burst] 
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adding information to the control burst identifying one or more data bursts to be 
sent from the source edge node to the destination edge node will be encrypted [fig. 
1b; pg. 105, Col. 1, 2 nd paragraph; "In addition, by sending a control packet 
carrying routing information on a separate control wavelength (channel) and 
using an offset time (i.e. a lead time) before the transmission of the 
corresponding burst or data, FDL requirements can be eliminated as illustrated 
in Fig. 1b"; a control packet is equivalent to control burst. A wavelength is 
equivalent to lightpath. Burst or Data is equivalent to data burst. Control packet 
processing setup/bandwidth reservation (see fig 1b)]; 

sending the control burst to a first hop along the virtual lightpath, the first 
hop comprising one of a switching node or the destination edge node [pg. 107; Col. 1; 
4 th paragraph; "As shown in Fig. 2a, S sends out a control packet (i.e. control 
burst) to reserve bandwidth at each hop which is followed by a burst after an 
offset time T"; pg. 106, Col. 1, 6 th paragraph; " In burst switching, a burst will cut 
through intermediate node (or switches) without being buffered, whereas in 
packet switching, a packet is stored and forwarded at each intermediate node 
(resulting in increased nodal complexity"]; and 

sending said one or more data bursts containing the data to the first hop along 
the virtual lightpath during the scheduled timeslot [fig. 1b; pg. 105, Col. 1, 2 nd 
paragraph; "In addition, by sending a control packet carrying routing information 
on a separate control wavelength (channel) and using an offset time (i.e. a lead 
time) before the transmission of the corresponding burst or data, FDL 
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requirements can be eliminated as illustrated in Fig. 1b"; a control packet is 
equivalent to control burst. A wavelength is equivalent to lightpath. Burst or 
Data is equivalent to data burst. Control packet processing setup/bandwidth 
reservation (see fig 1b)]. 

Qiao does not teach: 

one or more data bursts containing the data that are encrypted. 
However, Chang teaches a data be encrypted [Col. 2, lines 32-38, 
"The chaotic optical encryption technique uses what is called "chaotic 
systems" as the optical encryption method. These are single wavelength 
chaotic synchronous fiber lasing systems that use amplitude or frequency 
modulation to introduce a "chaotic state" in the network. The information 
transmitted through the network is encoded onto chaos at the transmitter side 
and decoded at the receiver side"]. 

Therefore, it would have been obvious to the person of ordinary skill in the art at 
the time the invention was made to modify the step of Qiao of the invention by including 
the step of Chang because it would to provide chaotic optical source and receiver are 
nearly identical, so that the two chaotic behaviors can synchronize [Change, Col. 2, 
lines 51-52]. 

Claims 20-21 and 25-26 are rejected under 35 U.S.C. 103(a) as being unpatentable 
over Chunming Qiao, Optical Networking Solutions for next-generation Internet 
networks, "Label Optical Burst Switching for IP-over-WDM Integration", IEEE 
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Communication Magazine, September 2000, pg. 104-1 14 and Chang et al. (US Patent 
6,160,651) in view ofTownsend etal. (US Patent 5,850,441). 

As per claim 20: 

Qiao and Chang do not teach a tangible machine-readable medium wherein 
execution of the instructions further perform the operation of sending an encryption key 
to each of a plurality of edge nodes. 

However, Townsend teaches a tangible machine-readable medium wherein 
execution of the instructions further perform the operation of sending an encryption key 
to each of a plurality of edge nodes in the OS network [Col. 8, lines 56-59, "The use of 
a multiple-access network and the establishing of different keys at different 
receivers on the network is described in further detail in the above cited 
International application file this day"]. 

Therefore, it would have been obvious to the person of ordinary skill in the art at 
the time the invention was made to modify the step of Qiao and Chang of the invention 
by including the step ofTownsend because it would to provide a fresh key may be 
transmitted periodically, to maintain security [Townsend, Col. 8, lines 54-55]. 

As per claim 21: 

Qiao and Chang teach the tangible machine-readable wherein execution of the 
instructions performs the operation of sending the encryption key to an edge 
node by: 
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generating a control burst containing security data including the 
encryption key or data from which the encryption key can be derived as described as 
claim 20 above. 

Qiao and Chang do not explicitly teach sending the control burst to a first hop 
along a virtual lightpath coupling the edge node sending the control burst to an edge 
node receiving the control burst, the first hop comprising one of the edge node 
receiving the control burst or a switching node. 

However, Townsend teaches sending the control burst to a first hop along a 
virtual lightpath coupling the edge node sending the control burst to and edge node 
receiving the control burst, the first hop comprising one of the edge node receiving the 
control burst or a switching node [fig. 2, box 22 and 23]. Motivation is the same as 
claim 20. 

As per claim 25: 

Townsend teaches the tangible machine-readable medium wherein an encryption key 
is sent to an edge node via a communication channel that is external from the OS 
network [Col. 5, lines 58-59; "The quantum key distribution channel is arranged to 
operate independently of other transmission channels which use the network to 
carry either the encrypted data or standard (non-encrypted) signals"]. Motivation 
is the same as claim 20. 



As per claim 26: 
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Townsend teaches the tangible machine-readable medium wherein execution of the 
instructions performs further operations including: 

generating an encryption key, the encryption key to be used to encrypt the data 
[Col. 5, lines 58-59; "The quantum key distribution channel is arranged to 
operate independently of other transmission channels which use the network to 
carry either the encrypted data or standard (non-encrypted) signals"; Col. 8, 
lines]; and 

generating a decryption key corresponding to the encryption key [Col. 5, lines 
58-59; "The quantum key distribution channel is arranged to operate 
independently of other transmission channels which use the network to carry 
either the encrypted data or standard (non-encrypted) signals"; Col. 1, lines 43- 
44; " as a key for encryption/decryption of subsequence data transmission 
between the two users of the channel"]. Motivation is the same as claim 20. 

Claims 22-23 are rejected under 35 U.S.C. 103(a) as being unpatentable over 
Chunming Qiao, Optical Networking Solutions for next-generation Internet networks, 
"Label Optical Burst Switching for IP-over-WDM Integration", IEEE Communication 
Magazine, September 2000, pg. 104-1 14, Chang etal. (US Patent 6,160,651) and 
Townsend et al. (US Patent 5,850,441) in view of Stringer et al. (US 2003/0196087 
A1). 



As per claim 22: 
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Qiao, Chang, and Townsend do not teach the tangible machine-readable 
medium wherein the security data include an digital certificate. 

However, Stringer teaches the tangible machine-readable medium wherein the 
security data include an digital certificate, [par. [0021], lines 8-14; "Finally, it will be 
clear to one skilled in the art that as the document server recognizes entities to 
trust based on their keys, rather than who signed their digital certificates, and 
that arbitrary certificates, such as self-signed certificates (i.e., where the party to 
which the key pair belongs acts as its own certificate authority), or even 
unsigned public keys in isolation, may alternatively be used"]. 

Therefore, it would have been obvious to the person of ordinary skill in the art at 
the time the invention was made to modify the step of Qiao, Chang, and Townsend of 
the invention by including the step of Stringer because it would allow a party to which 
the key pair belongs acts as its own certificate authority [Stringer, par. [0021], lines 
12-13]. 

As per claim 23: 

Claim 23 is rejected with the same reason in claim 22 as described above. 

Claim 24 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chunming 
Qiao, Optical Networking Solutions for next-generation Internet networks, "Label Optical 
Burst Switching for IP-over-WDM Integration", IEEE Communication Magazine, 
September 2000, pg. 104-1 14, Chang et al. (US Patent 6,160,651), and Townsend et 
al. (US Patent 5,850,441 ) in view of McMillan et al. (US 2004/0039925 A1 ). 
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As per claim 24: 

Qiao, Chang, and Townsend do not teach a tangible machine-readable medium 
wherein the security data include one of information identifying an encryption algorithm 
used to encrypt the data or executable code that may be used to decrypt the certificate. 

However, McMillan teaches a tangible machine-readable medium wherein the 
security data include one of information identifying an encryption algorithm used to 
encrypt the data or executable code that may be used to decrypt the certificate [fig. 
8A; par. [0027]; "The message 600 additionally includes a signature 606 
generated by the user. To generate the signature 606, the user generates a 
message digest, or hash, 608 using a standard algorithm such as, for example, 
the Secure Hashing algorithm SHA-1, using the header 602 and any data 604 as 
input to the algorithm"]. 

Therefore, it would have been obvious to apply a known technique to a known 
device ready for improvement to yield predictable results by using the same algorithm at 
a receiver end. 

Claim 27 is rejected under 35 U.S.C. 103(a) as being unpatentable over Chunming 
Qiao, Optical Networking Solutions for next-generation Internet networks, "Label Optical 
Burst Switching for IP-over-WDM Integration", IEEE Communication Magazine, 
September 2000, pg. 104-1 14 and Chang et al. (US Patent 6,160,651) in view of 
Stringer et al. (US 2003/01 96087 A1 ). 
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As per claim 27: 

Qiao, Chang and Townsend do not teach the tangible machine-readable medium of 
claim 20, wherein execution of the instructions performs further operations including: " 
generating security data including the decryption key and identifying the decryption key 
as a public key, the security data comprising data from which an digital certificate may 
be issued; and sending the security data to a certificate authority". 
However, Stringer teaches: 

generating security data including the decryption key and identifying the 
decryption key as a public key, the security data comprising data from which an digital 
certificate may be issued [par. [0018]; "The operating environment 100 also 
includes a public key infrastructure (PKI). In the PKI, typically a certificate 
authority 118 or a trusted third party is used to sign digital certificates 120, 132, 
and 134 issued to the document server 102, user A of the device 106, and user B 
of the device 108, respectively. The public key infrastructure permits two parties 
to dynamically establish secure communications with each other without ever 
having a prior relationship through the use of a digital certificate"]; and 

sending the security data to a certificate authority [par. [0018]; par. [0021], lines 

1-8]. 

Therefore, it would have been obvious to the person of ordinary skill in the art at 
the time the invention was made to modify the step of Qiao, Chang, and Towsend of the 
invention each public key is included as part of a digital certificate that is held by each 
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part (e.g., the first user, the second user, or the document server) holding the private 
key associated with that certificates [Stringer, par. [0008]]. 

Conclusion 

THIS ACTION IS MADE FINAL. Applicant is reminded of the extension of time 
policy as set forth in 37 CFR 1 .136(a). 

A shortened statutory period for reply to this final action is set to expire THREE 
MONTHS from the mailing date of this action. In the event a first reply is filed within 
TWO MONTHS of the mailing date of this final action and the advisory action is not 
mailed until after the end of the THREE-MONTH shortened statutory period, then the 
shortened statutory period will expire on the date the advisory action is mailed, and any 
extension fee pursuant to 37 CFR 1 .136(a) will be calculated from the mailing date of 
the advisory action. In no event, however, will the statutory period for reply expire later 
than SIX MONTHS from the mailing date of this final action. 

Any inquiry concerning this communication or earlier communications from the 
examiner should be directed to Canh Le whose telephone number is 571-270-1380. 
The examiner can normally be reached on Monday to Friday 7:30AM to 5:00PM other 
Friday off. 

If attempts to reach the examiner by telephone are unsuccessful, the examiner's 
supervisor, Kincaid Kristine can be reached on (571) 272-4063. The fax phone number 
for the organization where this application or proceeding is assigned is 571-273-8300. 
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Information regarding the status of an application may be obtained from the Patent 
Application Information Retrieval (PAIR) system. Status information for publis hed 
applications may be obtained from either Private PAIR or Public PAIR. Status 
information for unpublished applications is available through Private PAIR only. For 
more information about the PAIR system, see http://pair-direct.uspto.gov. Should you 
have questions on access to the Private PAIR system, contact the Electronic Business 
Center (EBC) at 866-217-9197 (toll-free). If you would like assistance from a USPTO 
Customer Service Representative or access to the automated information system, call 
800-786-9199 (IN USA OR CANADA) or 571-272-1000. 

/Canh Let 

Examiner, Art Unit 2139 
April 26, 2008 



/Kristine Kincaid/ 

Supervisory Patent Examiner, Art Unit 2139 
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